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1. General

The two most common tasks of a linker are to combine the input object files to one output file and to perform relocation and symbol resolution. The amount of object files a linker gets as its input can be relatively large. Linker combines these input files and produces one output file which may contain data from all the input object files. Usually that is the case. Relocation is the heart of the linking process. The term relocation can be interpreted in several ways. Usually it refers to the process of adjusting program addresses to account for nonzero segment origins and to the process of resolving references to external symbols (because they are often handled simultaneously). COFFEE Linker is not an exception when it comes to job description. COFFEE Linker takes COFF object files as its input, performs relocation and produces an output file which may be in two different object file formats.  
2. COFFEE Linker

2.1 Technical data and the principles of operation
The linker program code has been written in C programming language. Currently the program contains 3376 lines of code including the main function, over 30 procedures and several structures and definitions. 
Operation
The operational diagram of the linker can be seen in Figure 2.1. At first the linker checks if the command line parameters have been written in correctly. It calculates the amount of input object files and informs the user if there are too many or too few of them. The linker checks the endings of the files and if the user is using a script file. Script files and the initiation of the linker are discussed later in this manual. After being satisfied with the command line parameters the linker starts to open file connections. It opens a file connection to the script file (if there is one), to all the input object files and to the target file which is to be the output file of the linker. If any of the file connections fail the linker informs the user and terminates. 
COFFEE Script file contains information about the target system. It defines the memory areas of the system and sections which will be placed into these memory areas. If the user wants to use the script file its name has to be given on the command line. The linker reads through the script file and saves the memory area definitions and section definitions into memory structures where the information can be accessed easily. If the user does not want to use the script file it can be left out from the command line. Then the linker assumes that the target system consists of one homogenous memory area where all the sections will be relocated. While reading the script file the linker inspects it for errors.

The user can choose the output file format of the linker. There are two possibilities. If the user wants the linker to produce files which are in COFF (Common Object File Format) format –coff command line switch has to be used when initiating the linker process. If the user wants the linker to produce an output file which is in the default format the switch is left out. The output file formats are described in detail later in this manual.
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Figure 2.1. The Operational Diagram of the Linker.
If the user wants COFF format to be used the linker writes the file header and the section headers immediately. After doing that it is ready to start relocating the raw data of the sections and producing the output file.
Relocation
The relocation process is entirely based on the relocation entries and symbol tables which are located in the input object files. Every relocation entry contains instructions about the way the linker should perform the relocation. It gives the exact place in the raw data of a section where the relocation is targeted. It also includes a pointer to the symbol table which contains the values which are to be placed into the raw data. A relocation entry also contains instructions for the linker about how it should treat the value extracted from a symbol table entry. A symbol table entry contains for example the name of the symbol, the value of the symbol, the number of the section the symbol belongs to and the class of the symbol. All these fields are essential when performing relocation. Particularly important are the fields which tell the class of the symbol and the number of the section. With these two values it is possible to locate the symbol and determine whether it is global or external. The relocation entries can be found by following a file pointer in the section header. 

The overall relocation process itself is pretty simple. The linker relocates one section at a time. It follows the instructions given to it and places the relocated section data into the target file.
2.2 The structure of the input file

Input file structure is based on the COFF object file format. In the beginning of the file is the file header which contains general information about the object file. The structure of the file header in C syntax is as follows. 
struct filehdr{

  unsigned short f_magic;         /* magic number             */

  unsigned short f_nscns;         /* number of sections       */

  unsigned long  f_timdat;        /* time & date stamp        */

  unsigned long  f_symptr;        /* file pointer to symtab   */

  unsigned long  f_nsyms;         /* number of symtab entries */

  unsigned short f_opthdr;        /* sizeof(optional hdr)     */

  unsigned short f_flags;         /* flags                    */

} FILHDR;

f_magic (2 bytes)

In COFFEE Linker input files the magic number has to be equal to 0xcoff (hex).
f_nscns (2 bytes)

The value of this field tells the number of section headers in a COFF file. If it’s necessary to loop through file’s section headers it’s convenient to use this value. Structure of a section header is described later in detail.

f_timdat (4 bytes)

The f_timdat field contains a time value in the standard UNIX time stamp format. It represents the number of seconds since 00:00:00 GMT (Greenwich Mean Time), 

January 1, 1970, until the time the COFF file was created.

f_symptr (4 bytes)

This field contains a pointer to the symbol table. The value is an offset from the beginning of the file. The structure of a symbol table and a symbol table entry is described later.

f_nsyms (4 bytes)

The value of the f_nsyms field represents the number of symbol table entries. This value can be used along with the f_symptr value when looping through symbol table entries.

f_opthdr (2 bytes)
This field tells the size of the optional header in bytes. The optional header is the second header in a COFF file and the fact that it follows the first header is used to find the section headers. In COFFEE Linker input files the size of the optional header is always zero.
f_flags (2 bytes)

This field can be used to hold special information about a COFF file.
In COFFEE the values are as follows:

0x0001 = relocation info stripped from file

0x0004 = line numbers stripped from file

0x0008 = local symbols stripped from file

The file header is followed by section headers. Section header contains information about the section. The structure is as follows.

struct scnhdr {

  char s_name[8];            /*section name                          */

  long s_paddr;              /*physical address                      */

  long s_vaddr;              /* virtual address                      */

  long s_size;               /*section size                          */

  long s_scnptr;             /*file pointer to the section’s raw data*/

  long s_relptr;             /*file pointer to relocation            */

  long s_lnnoptr;            /*file pointer to line numbers          */ 

  unsigned short s_nreloc;   /*number of relocation entries          */

  unsigned short s_nlnno;    /*number of line number entries         */

  long s_flags;              /*type and content flags                */

} SCNHDR; 

s_name (8 bytes)

This field contains the section’s name in ASCII code. If the name is shorter than eight bytes the rest is padded with nulls. The value of the field is set by the assembler but also the linker directives can change the name. If the name is longer than eight chars the name can be found in the string table. The actual s_name – field starts with a slash and the rest is a pointer to the string table.
s_paddr, s_vaddr (4 bytes)

These fields represent the physical and virtual address of the section. These values are almost always the same though section header structure makes it possible for them to have different values. In COFFEE Linker input files these field are equal to zero.
s_size (4 bytes)

This field contains the size of the section in bytes. Size is often padded up to the next 4-byte boundary value.

s_scnptr (4 bytes)

The s_scnptr field contains a pointer to the section’s contents which is often referred as raw data. The value is offset from the beginning of the file. The existence of this pointer is remarkable advantage when performing relocation.

s_relptr (4 bytes)

This value represents a file offset from the beginning of the file to the section’s relocation information. Each section has its own relocation information which contains a series of relocation entries that tell the linker how to perform the actual relocation.

s_lnnoptr (4 bytes)

This field contains a pointer to the sections line number information. The line number structure is a part of the COFF symbolic debug system. COFFEE Linker input files do not contain any line numbers. 
s_nreloc, s_nlnno (2 bytes)

These values represent the number of relocation entries and the number of line number structures for this section. It’s appropriate to use these values when looping through relocation and line number information.

s_flags (4 bytes)

This field can contain two kinds of information: section handling or section contents. It gives the linker and the system loader information about the way they should handle the section’s data.

In COFFEE files these flags contain many kinds of information. The first byte (byte 3) of this field tells the mode of the section. 

Possible values for mode:

0x00 = main section

0x10 = 32-bit subsection

0x01 = 16-bit subsection

The next two bytes (bytes 2 and 1) tell how many subsections the main section contains. The last byte (byte 0) describes the contents of the section.
Possible values for section contents description:

0x10 = section contains only read-only data

0x20 = section contains executable text

0x40 = section contains initialized data

0x80 = section contains only uninitialized data
Relocation entries follow the section headers. Relocation entries are used when performing relocation. The structure of a relocation entry is as follows.

struct reloc {

  long r_vaddr;           /*address of relocation       */
  long r_symndx;          /*symbol we’re adjusting for  */
  unsigned short r_type;  /*type of relocation          */
};

r_vaddr (4 bytes)

The r_vaddr value represents the area in the raw data that requires patching by the linker. It is a byte offset value relative to the start of the section’s raw data and points to the machine instruction’s encoding for the address reference.

s_symndx (4 bytes)

The s_symndx value is a pointer to the appropriate symbol table entry which contains the running time address information. The symbol table can be accessed through the f_symptr value in the file header.

r_type (2 bytes)

This two byte field contains a lot of information about the way the linker should handle the value placed into the raw data of a section. Bits 15-13 tell the position in the byte pointed by r_vaddr where the value should be placed. Bits 12-8 contain the length of the immediate. Bits 7-3 tell the length of shift to right which should be performed before placing the value into the raw data. Bits 2-0 tell the relocation mode.

Possible values for relocation mode:

000 = traditional relocation

110 = 32-bit PC-relative (program counter) relocation

101 = 16-bit PC-relative relocation
Relocation entries are followed by a symbol table. The structure of a symbol table entry is as follows.

struct syment {

  union {

    char e_name[8];

    struct {

      unsigned long e_zeroes;

      unsigned long e_offset;

    } e;

  } e;

  unsigned long e_value;

  short e_scnum;

  unsigned short e_type;

  unsigned char e_sclass;

  unsigned char e_numaux;

};

e_name (8 bytes)

This field holds the name of the symbol.

e_zeroes, e_offset (4 bytes)

If the e_zeroes value is zero the symbol name can be found by using the value of the e_offset field. e_offset is an offset from the beginning of the string table.

e_value (4 bytes)

The e_value field contains the value linker uses to patch symbolic address references. In other words this value is placed into the area in the section’s raw data which is pointed by the relocation entry’s r_vaddr field. 

e_scnum (2 bytes)

This field contains the number of the section the symbol is defined in. The first section in section table is section one. This field can hold many different values. For example the field containing zero means that the symbol is an external symbol and so defined in a different file.

e_type (2 bytes)

This field tells the type of the symbol. A symbol can be an integer, a character, a floating point number or perhaps a pointer to a variable. In COFFEE Linker input files the value of this field is always zero.

e_sclass (1 byte)

This field, which contains the storage class, tells how the symbol table entry’s e_value field is interpreted. In COFFEE Linker input files this field can contain three different values. 

2 = external (public) symbol

3 = static (private) symbol

6 = label

e_numaux (1 byte)

Each symbol is allowed to have additional information that follows it in the symbol table. This field holds the amount of auxiliary symbol table entries. For most symbols this value is zero.

A symbol table entry can be followed by an auxiliary symbol table entry. Only those symbol table entries which have the e_sclass value of three can have auxiliary symbol table entries following them. The structure is as follows. 
struct auxsymentry {

  unsigned int x_scnlen;  /* section length, 4 bytes               */
  short int x_nreloc;     /* number of relocation entries, 2 bytes */
  short int x_nlinno;     /* number of line numbers, 2 bytes       */
};
The actual structure is followed by a ten byte long field which is padded with zeroes. 
Symbol table entries are followed by a string table. A string table contains all the symbol and section names which are longer than eight characters. The first four bytes identify the length of a string table. All offsets to a string table are regard to the start of a string table (from byte zero).

2.3 The structure of the output file

The output file of the linker is in binary format just like the input object files. The structure depends on the command line switch usage. If the user wants the linker to produce similar files to the input object files (COFF) the command line switch –coff must be used. If the switch is not used the linker produces files which are in the default format. The structure of the linker output COFF files is very similar to the structure of the input COFF files. In the output COFF files there are not any relocation entries or symbol table entries like in the input files. They contain a file header, section headers, raw data of sections and a string table. The following pictures help to understand the structure of the output COFF files.

COFF output file format
The structure of the output file’s file header is similar to the file header of the input file. The lengths and meanings of the fields are the same, except some fields have been padded with zeroes.

struct fileheader{

  unsigned short f_magic;         /* magic number             */

  unsigned short f_nscns;         /* number of sections       */

  unsigned long  f_timdat;        /* time & date stamp        */

  unsigned long  f_symptr;        /* file pointer to symtab   */

  unsigned long  f_nsyms;         /* number of symtab entries */

  unsigned short f_opthdr;        /* sizeof(optional hdr)     */

  unsigned short f_flags;         /* flags                    */

} FILHDR;

f_magic = 0

f_timdat = 0

f_nsyms = 0

f_opthdr = 0

f_flags = 0x0001

f_nscns field contains the amount of sections in the object file. f_symptr points to the string table. The value 0x0001 in the f_flags field means that the relocation information has been stripped from the object file.
The file header is followed by section headers. The structure of the output file’s section header is similar to the structure of the input file’s section header. Some useless fields have been padded with zeroes also in this header.
struct sectionheader {

  char s_name[8];            /*section name                          */

  long s_paddr;              /*physical address                      */

  long s_vaddr;              /*virtual address                      */

  long s_size;               /*section size                          */

  long s_scnptr;             /*file pointer to the section’s raw data*/

  long s_relptr;             /*file pointer to relocation            */

  long s_lnnoptr;            /*file pointer to line numbers          */ 

  unsigned short s_nreloc;   /*number of relocation entries          */

  unsigned short s_nlnno;    /*number of line number entries         */

  long s_flags;              /*type and content flags                */

} SCNHDR; 

s_vaddr = 0
s_relptr = 0

s_lnnoptr = 0

s_nreloc = 0

s_nlnno = 0

The s_name field contains the name of the section or a pointer the string table. s_paddr contains the run time address of the section in question. The size of the section in the s_size field has remained the same. So has the s_scnptr field which contains a file pointer to the raw data of the section. Also the s_flags field has remained unchanged.
The raw data of the sections follow the section headers and they appear in the same order as the headers. The data part is followed by a string table which has the same structure as the string tables in the input object files.
Default output file format
If –coff command line switch is not used the linker uses the default output file format. The format is structured by packages which are basically instructions to the system loader. The packages are structured as follows.

struct package {

  char memorytype[];

  char memoryname[];

  unsigned long int runtimeaddress;
  unsigned long int size;
  unsigned long int flags;

  char* raw_data;

};   

memorytype

The type of the memory the raw data of the section is placed in. The name ends with ‘\0’ so it can be easily extracted from the binary file.

memoryname

The name of the target memory. Also ends with ‘\0’.

runtimeaddress (4 bytes)
The run time address of the section. The system loader loads the raw data of the section starting from this address.
size (4 bytes)

The size of the section in bytes.

flags (4 bytes)

This four byte field is a copy from the original f_flags field in the section header. It beholds information about the section.

raw_data (size bytes)

Raw data of the section.

2.4 Script

In an embedded system the memory organization can be very complicated so it’s convenient to use a script file while linking. A script file contains information for the linker about the target system. The linker has to know if there are several memory areas in the target system or if different sections are to be placed into different areas. A simple script language was developed for COFFEE Linker. Script files are normal text files and they are structured as follows.

MEMORY memory_amount

memory_name start_address end_address memory_type




:




:

SECTIONS memory_name

{

file_name:section_name(:section_address)

*:section_name(:section_address)

}

:

:

The script language contains two keywords: MEMORY and SECTIONS. The first one is used in line one to specify the number of the memory areas in the target system. It should be followed by memory_amount lines which define the memory areas of the system. A memory area definition starts with the name of the memory. The name is followed by the limits of the area. The type of the memory area is mentioned lastly. The memory area definitions are followed by the section definitions. In a section definition one orders the linker to place a certain section into a certain memory area. Each of the memory areas should be filled in the same order as the memory area definitions appeared. A section definition starts with the keyword SECTIONS. After the keyword one mentions the name of the memory area to be filled. The name should match with the one in the memory area definition. An opening brace should follow in the next line. The actual definitions are written after the brace. A definition has two parts minimum (3 maximum). The parts are separated by a colon. The first part is the name of the input object file the raw data of the section is located in. The second part is the name of the section and the last part, which is optional, is the run time address of the section. Basically the definitions order the linker to relocate a certain section, which is located in a certain file, to a certain address. Instead of a file name the user can write an asterisk. This means that all the sections in the input object files named as section_name are relocated consecutively into the target memory. The relocation address can be left out which means that the linker calculates the address and the user need not to worry about it. A closing brace should be found after the section definitions. Basic rule is: memory_amount = the number of SECTIONS-keywords = the number of memory area definitions

The linker is able to operate also without the script file. If the script file is absent the linker relocates all .text sections (in all input object files) consecutively to address zero and all .data sections to the address right after the .text sections.

2.5 Usage
The linker needs a certain kind of environment to operate. Because of the fact that in different systems the lengths of the variables are different the linker works only in limited amount of environments. The linker is initiated in the command line. The structure of the command is presented in the following.

link objectfile1.out objectfile19.out –o outputfile 

     [scriptfile.scr][-coff][-d]
The order of the command line parameters and switches is not restricted in any way. Only thing to remember is that the command line switch –o has to be followed by the output file name. The amount of input object files is currently limited to 20. It might be bigger in the future versions. Object file names have to have .out ending. Usually that is the case since the assembler produces .out-files. The output file can be named freely. Parameters which are presented in brackets are optional. It was mentioned earlier that the user can leave the script file out. It was also mentioned that with the command line switch –coff the user can order the linker to produce COFF output object files. Command line switch 

-d stands for debug. If it’s used the linker prints information about the way it handles the relocation while relocating. The user can follow the process by reading the prints and detect possible errors.
no





yes





yes





no





END








START





Perform relocation and produce an output file





Write COFF section headers





Write COFF file header





COFF?





Read the script file and save sections





Define sections





Check the memory areas





Define memory area





Script ?





Open file connections





Check the input object files








